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With the advent of GPS and camera-equipped smartphones and the growing popularity of online social networks (OSNs),
people interact with an increasing number of devices, services, and individuals, and in an unprecedented number of ways.
Be it through the Web, mobile phones, or social media, in their daily activities, people produce increasing amounts of
data, such as traces of their location over time, their social ties, their preferences, even their personal genome. And these
data are traded in exchange for many services. Undoubtedly, much of the data that is made available very often involves
(and has privacy implications for) data subjects other than the individual who shares it online; and these individuals often
have no control over the sharing decision, or might not even be aware of the fact that the data was made available. Sadly,
grasping the extent of where and how this data, which is often held by corporations, is and could be used is a massive
challenge. The consequences of this sharing can often be very dramatic, even when there is no malicious intent from the
individual who shared the data. Another aspect of the problem is that people's opinions on the topic of privacy differ and
their awareness regarding privacy threats is also variable and often insufficient.
At LCA1, we have investigated interdependent privacy issues, notably in online social networks and mobile
applications. We have exposed new privacy challenges that stem from the natural interdependencies in the data shared
by individuals and have shown that privacy is now part of the interpersonal realm. Specifically, we have shown how from
the genomic data that our relatives share on dedicated online platforms, our own genomic code can be inferred and how
co-locations (potentially shared by others) can be effectively used by an adversary to better localize users. We have also
analysed how users’ divergent behaviors can affect the global privacy of OSN users, and we have identified the driving
factors of their decisions to share location and co-location information. Furthermore, we have proposed mechanisms to
be implemented by service providers - notably in the case of sharing of photos online: These mechanisms mitigate the
privacy threats caused by others’ sharing decisions, by improving users’ awareness, and by giving them the option to
control whether to permit the data to be shared, as a pre-emptive step to its misuse.
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Datasets
•

Sanitized privacy/benefits preference factors dataset (Facebook usage).
This dataset notably contains responses to questions used to quantify the relative benefits of sharing/viewing location and co-location
information, and the associated relative costs in terms of location privacy. The data was collected in early 2016, from 250 active Facebook
users through an online survey. Please cite the following article if you use our dataset in your research: A. M. Olteanu, M. Humbert, K.
Huguenin, and J.-P. Hubaux. The (Co)-Location Sharing Game. In 19th Privacy Enhancing Technologies Symposium (PoPETs), 2019.

